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ñImprovised explosive devices (IEDs) are killing and injuring thousands of civilians 

annuallyé These pernicious devices are hidden in homes and schools, terrorising 

local populations." 

UN Secretary-General António Guterr es, 2017. 

 

 

 

 

 

 

 

 



 

IED Threat Mitigation Military and Police Handbook                         3 

 

Preface 

The focus of this IED Threat Mitigation Military and Police Handbook is to elaborate on specific 

fundamental principles and military doctrine for effective prevention, protection, and response to 

IED threats throughout peacekeeping operations.  It is an essential reference guide for commanders, 

Member States, and UN personnel deployed in peacekeeping operations and the United Nations 

Headquarters. 

Over the past seventy years, UN peacekeeping has evolved significantly in its complexity. In this 

context, peacekeeping Missions are deployed into environments that are hostile and unstable, which 

perilously have the Missions confronting asymmetric conflicts and threats, including ad hoc military 

engagements with non-state armed groups over large swaths of territory. Despite these challenges, 

UN peacekeeping remains an irreplaceable tool for the international community to manage the 

multitude of complex crises that pose a threat to international peace and security. Peacekeeping has 

proven to be one of the most effective tool available to assist host countries channelize the difficult 

path from conflict to peace.   

In todayôs multi-dimensional peacekeeping operations, missions are called upon to facilitate the 

political process through various rules of engagement, which define the circumstances, conditions, 

degree, and manner in which the use of force, or action may be implemented in the protection of 

civilians, demobilization and reintegration of combatants, assisting in the disarmament, assisting in 

restoring the rule of law, protection and promotion of human rights, and in other types of 

peacekeeping operations. For this reason, the number of military, police and civilian personnel 

deployed in UN peacekeeping has unprecedentedly increased, and their responsibility has been 

extended beyond simply monitoring case-fires. 

In order to meet the challenges posed by the complexity and scale of Improvised Explosive Device 

(IED) Threats, the Department of Peacekeeping Operations (DPKO) and the Department of Field 

Support (DFS); in collaboration with the seminal work of experts from Member States, have 

produced this Handbook to enhance the IED Threat Mitigation in UN peacekeeping, which will 

contribute towards successful achievement of the missionôs goals by providing guidance and 

recommendations to support the understanding, planning and execution of IED Threat Mitigation. 

In the pursuit of peace, the Department of Peacekeeping Operations and the Department of Field 

Support will continue to refine and update this Handbook ensuring its relevance in the ever-changing 

operational environment, because we have every expectation that this document, especially with the 
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concerted efforts of its intended readers, will contribute immensely to improving and enhancing our 

collective performance. 

In recognition of the work previously published on United Nations Improvised Explosive Device 

(IED) Threat Mitigation, and in anticipation of creating additional works in the near future, we 

would like to express our sincere gratitude to the Member States who chaired the work groups to 

develop this guidance, Islamic Republic of Pakistan and the Commonwealth of Australia, and the 

other Member States experts that volunteered and devoted their time, energy and expertise to this 

Handbook that consolidated the relevant dimensions of IED Threat Mitigation into a convenient 

reference guide.   
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Scope  

¶ This handbook provides UN missions, military and police commanders and their staff 

officers with a reference guide to support the understanding, planning and execution of 

Improvised Explosive Device (IED) Threat Mitigation activities in UN peacekeeping 

missions.  

¶ Application of the guidelines given in this handbook will vary within the mission 

environment based on the mandate, the missionôs size, the composition and the resources 

available as well as on the threat mitigation response required. Missions are expected to 

develop internal Threat Mitigation Standard Operating Procedures (SOPs) consistent with 

guidelines given in this handbook. 

¶ This handbook complies with and complements existing policies of United Nations 

Department of Security and Safety (UNDSS) on management of security threat posed by 

IEDs against UN personnel (military, police and civilian) as well as PoC
1
. 

¶ This handbook provides the basis for the future development of manuals, standard operating 

procedures (SOPs) and training materials related to IED Threat Mitigation. 

¶ Focus is placed on UN Threat Mitigation activities related to force protection (FP), protection 

of civilians (PoC), mobility, and the safety and security of UN personnel.  

                                            
1
 Security Policy Manual issued by UN Security Management System, Chapter IV Section Y. 
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¶ Operational tactics, techniques and procedures (TTPs) are not addressed. The primary 

audience of this Handbook is UN field mission leadership, Military HQ and UN Police 

command and staff, subordinate headquarters and mission support headquarters. 

¶ Troop Contributing Countries/ Police Contributing Countries (T/PCCs) along with UN 

Headquarters services will also benefit from the standardization this handbook provides. 

¶ The primary audience of this Handbook is UN field mission leadership, Military HQ staff 

officers and UN Police command and staff, subordinate headquarters and mission support 

headquarters. 

¶ Troop and Police Contributor Countries (T/PCCs) along UN HQ services will also benefit 

from the standardization this Handbook provides. 

¶ Focus is placed on UN Threat Mitigation activities to force protection, protection of civilians 

and safety and security of UN personnel. 

¶ Operational tactics, techniques and procedures (TTPs) are not addressed. 
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Rationale 

IEDs are an increasingly common feature of conflicts around the world. They have become a 

weapon of choice for aggressors across the globe. Consequently, these pose a growing threat to 

humanitarian organizations operating in conflict environments
2
. IEDs along with other types of EO 

such as ERW including Mines pose hazards in conflict and post-conflict affected areas. 

The safety and security of UN personnel, UN FP (both military and police) and the Protection of 

Civilians (PoC) against the IED threat is critical to creating a secure environment, which is essential 

for accomplishing peacekeeping and the stability mandate of UN in the host nation. Based on 

strategic and operational understanding of the threat, there is a need to address the challenge through 

well-orchestrated, effective and directed IED Threat Mitigation responses during all phases of the 

UN mission life cycle.  

UN Member States noted the impact of IEDs during the 70th session of the General Assembly 

through the adoption of two resolutions. On 7 December 2015, the General Assembly adopted a 

resolution on countering the Threat Posed by IEDs (A/70/46)
3
 whereby Member States expressed 

concern over IED attacks on UN personnel and the impact these attacks have on freedom of 

movement, and the ability to deliver on mandates. On 9 December 2015, the General Assembly 

adopted the resolution on Assistance in Mine Action (A/70/80)
4
, which recognized the humanitarian 

threat posed by IEDs in post-conflict situations. Impact of IEDs and the urgent need to address this 

issue is also highlighted in the Report of the Secretary-General (A/71/187) of 25 July 2016 

óCountering the threat posed by improvised explosive devicesô
5
. 

The UN mitigates the threat of IEDs through activities designed to enhance the safety and security of 

personnel, assets and facilities and to enhance mobility of UN personnel, each of which, support the 

implementation of the mandate and are within the UNôs right to self-defence. This handbook is a 

response to the increasing threat posed by IEDs to UN personnel and assets, to the need identified at 

mission level to develop an effective IED Threat Mitigation response, and to concerns expressed by 

Member States.  

                                            
2
  GAO Warfighter Report, DOD Needs Strategic Outcome-Related Goals and Visibility over Its Counter-IED Efforts, 

February 2012 
3
 UNGA resolution on countering the Threat Posed by IEDs (A/70/46) dated 7 December 2015. 

4
 UNGA resolution on Assistance in Mine Action (A/70/80) dated 9 December 2015. 

5
 Countering the threat posed by improvised explosive devices. Report of the Secretary-General. A/71/187. Available at: 

https://disarmament-library.un.org/UNODA/Library.nsf/58dfc078552ad 7c985257 f5b006f7b34/6fff9a6 65f6681fc 

852580260050b50d?OpenDocument 

https://disarmament-library.un.org/UNODA/Library.nsf/58dfc078552ad%207c985257%20f5b006f7b34/
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This handbook is not an instruction manual for working with IEDs and explosive hazards. Rather, it 

is designed to provide planning and coordination guidelines to UN command and staff personnel 

(military and police), for IED Threat Mitigation in mission, and to help them: 

 

1. Identify the threat of IEDs and other EO, thus supporting prevention of IED attacks 

2. Develop and organize IED TM capabilities to support protection from IEDs 

 

Respond effectively by taking appropriate action in case of an IED incident. This handbook contains 

general guidelines for UN personnel (military and police) as well as UN civilians on IED Threat 

Mitigation responses applicable to a variety of situations. It is imperative that each mission HQ 

should develop country-specific IED threat analysis while formulating these responses. 
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Acronyms 

Acronym Term 

AO Area of Operation 

ATO Ammunition Technical Officer 

CASEVAC Casualty Evacuation 

COE Contingent owned equipment 

C-IED Counter Improvised Explosive Device 

CIMIC Civil Military Cooperation 

CWIED Command wire operated IED 

DFS Department of Field Support 

DMS Director of Mission Support 

DPKO Department of Peacekeeping Operations 

DSS Department of Safety and Security 

ECM Electronic Counter Measures 

EDD Explosive Detection Dogs 

EH Explosive hazards 

EMS Electromagnetic spectrum 

EO Explosive Ordnance 

EOD Explosive Ordnance Disposal 

ERW Explosive remnants of war 

ES Electronic support 

ESI Explosive Scene Investigation 

FC Force commander 

FHQ Force Headquarters 

FP Force Protection 

FPECM Force protection Electronic counter measures 

FR Force Requirement 

HoM Head of Mission 

HOPC Head of Police Contingent 

HUMINT Human Intelligence 

IAP Integrated Analysis and Planning 

ICP Incident Control Point 

IED Improvised Explosive Device 
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IEDD Improvised Explosive Device Disposal 

IED-TM 

IMTC 

Improvised Explosive Device Threat Mitigation 

Integrated Mission Training Centre 

ISR Intelligence Surveillance and Reconnaissance 

ISTAR Intelligence Surveillance Target acquisition and Reconnaissance 

JOC Joint Operation Centre 

HOM Head of Mission 

KOA Key operational activity 

LoO Lines of Operations 

LO Liaison officer 

LVBIED Large vehicle borne IED 

MN EOD CC Multinational EOD coordination cell 

MOU Memorandum of Understanding 

MRAP Mine Resistant Ambush Protected 

NPOC EOD National point of contact EOD 

PBIED Person borne IED 

PC Police commander 

PCC Police contributing countries 

PoC Protection of Civilians 

PSO Peace support operations 

QRF Quick Reaction Force 

RCIED Radio controlled IED 

RSP Render Safe Procedure 

SA Strategic Assessment 

STA Surveillance target acquisition 

SVBIED 

TCC 

Suicide Vehicle-Borne Improvised Explosive Device 

Troops contributing countries 

TECHINT Technical Intelligence 

TF Task force 

TTP Tactics Techniques and Procedures 

UNCT United Nation Country Team 

UNDSS United Nations Department of Security and Safety  

UNHQ United Nation Headquarters 
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UNMAS United Nation Mine Action Service 

UNPOL United Nations Police 

UNSC United Nation Security Council 

UXO Unexploded Ordnance 

VBIED Vehicle borne IED 

VOIED Victim operated IED 

VP Vulnerable Point 

WET Weapon Exploitation Team 

WTI Weapon Technical Intelligence 
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Important Terminologies 

Aggressor 

The person or group of person who first attacks or makes an aggression; he who begins hostility or a 

quarrel. 

Ballistic Protection 

Protection from projectiles such as sniper or small arms ammunition. In demining terms, it is 

protection against fragmentation and blast.  

Casualty Evacuation (CASEVAC) 

The process of moving a casualty from the site of an accident or an incident to medical facilities. 

Clearance 

Removal of all mines, UXOs, IEDs and other EOs from a site to a predefined standard. 

Clearance Site 

The site where clearance activity (the removal of mines or UXO or IEDs or other EOs) is being or 

has been conducted. 

Counter IED (C-IED) 

The comprehensive, strategic approach to responding to the threat and use of IEDs. It represents the 

collective efforts at strategic, operational and tactical levels to defeat the improvised explosive 

device network
6
. 

Disarming 

The act of making an explosive device safe. The procedure normally involves removing one or more 

links from the firing chain. 

Explosive 

A chemical compound or chemical mixture that, under the influence of heat, shock or friction, 

undergoes a rapid chemical change (decomposition) without an outside supply of oxygen. The 

compound rapidly changes from a solid or liquid to a gaseous state releasing energy in the form of 

heat, light and high pressure gas. 

Explosive Detection Dogs (EDD) 

Dogs that are specially trained to detect the vapours emitted by explosives. Some dogs can also be 

trained to detect tripwires and non-explosive booby traps. The dogs are normally referred to as 

explosive or mine detection dogs. 

                                            
6
  UNHQ Guidelines on Improvised Explosive Devices Threat Mitigation in UN Mission, 2016 
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Explosive Ordnance (EO). Explosive Ordnance is defined as all munitions containing explosives, 

nuclear fission or fusion materials and biological and chemical agents. This includes bombs and 

warheads; guided and ballistic missiles; artillery, mortar, rocket and small arms ammunition; all 

mines, torpedoes and depth charges; pyrotechnics; clusters and dispensers; cartridge and propellant 

actuated devices; electro-explosive devices; clandestine and improvised explosive devices; and all 

similar or related items or components explosive in nature
7
. 

Explosive Ordnance Disposal (EOD) 

The detection, identification, on-site evaluation, rendering safe, recovery and disposal of explosive 

ordnance, including IEDs.  

Explosive remnant of war (ERW) 

Explosive munitions left behind after a conflict has ended. They include unexploded artillery shells, 

grenades, mortars, rockets, air-dropped bombs, and cluster munitions. 

Fuze 

A fuze is a device with explosive components designed to provide safe separation between the 

ordnance and the emplacer and to initiate a sequence of events, or the detonation of ordnance. 

Homemade explosives (HME) 

HME mixtures are formed by combining a fuel and an 

oxidizer. Non-standard explosive mixtures or 

compounds, which have been formulated/synthesized 

from available ingredients. Most often utilized in the 

absence of commercial and military explosives. HME 

mixtures are often extremely volatile and can be 

particularly susceptible to initiation by shock, friction or heat. HME is the most likely main charge 

of an IED due to the low cost of production and the availability of the required explosive precursors. 

IED 

An explosive device fabricated in an improvised manner incorporating destructive, lethal, noxious, 

pyrotechnic or incendiary chemicals, and designed to kill, injure, damage, harass or distract. IEDs 

are often made from commercially available products and/or military munitions, ranging from 

simple to complex in design and are usually inexpensive and require little labour to produce. 

                                            
7
 Glossary of Mine Action, IMAS 04.10, 2nd Ed, 01 Jan 03 and 7 Aug 14. 
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IED components 

Most IEDs use five components: a switch (activator), an 

initiator (fuze), a charge (explosive), a power source (battery) 

and a container (body).  

IED container 

Containers can be used to hold the main charge, the entire IED 

or any combination of components. While containers are used 

mainly to keep components together, they can also offer some 

protection from the environment, and are often used to conceal 

the IED. By using objects that are commonly used in the local 

area as containers, the chance that victim will notice and report 

the device before it can be detonated is reduced. Some 

containers are also chosen to amplify (for example 

fragmentation) or direct the effects of the blast (like EFP) or to hold additional enhancements (such 

as ball bearings). 

IED Disposal (IEDD) 

Locating, identifying, rendering safe and disposing of IEDs by qualified specialists using specialized 

IEDD procedures and equipment. 

IED Threat Mitigation  (IED-TM)  

The comprehensive, approach applied to the physical, procedural and 

training measures, which reduce the impact of an IED incident. 

Initiator  

An initiator is the first item in the explosive chain and it is used to detonate 

the main or booster charge. It is also called a detonator. Most explosives 

need the application of an initiator to produce sufficient energy to trigger the 

main charge. Initiators also act as explosive devices. There are two main 

types of initiator: electric and non-electric. Initiators can be improvised from 

many common items (e.g. pens, light bulbs, homemade explosives and 

etcetera) though these tend to be more unstable and dangerous when handled.  

Main Charge 

Main charge is the bulk explosive component of an IED. It can be from military or commercial 

sources, HME or a combination of these. 

Misfire  
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The failure of ammunition or an explosive charge to fire or explode as intended. 

Neutralization 

Neutralization is the action taken to prevent UXO/IED from functioning by disrupting its normal 

operation. The term is used during Render Safe Procedures (RSPs) conducted by military EOD 

technicians using specialized tools, publications, and techniques. 

Person-borne IED (PBIED):   

An IED worn, carried or housed by a person, either willingly or unwillingly, and triggered by the 

individual or remotely.  

Power Source 

IEDs with an electrical initiator need a power source. Commercial batteries are often used. 

Photoelectric cells (solar) or chemical mixtures may be used. 

Radio-controlled IED (RCIED)  

An IED fitted with the switch that can be initiated electronically by wireless means (consisting of a 

transmitter and receiver). 

Render Safe Procedures (RSPs) 

Render Safe Procedures are actions that enable the neutralization and/or disarming of mines and 

munitions to occur in a recognized and safe manner. 

Soak Time 

A period of time, when an explosive device is left undisturbed before any further predetermined 

action manually. Normally used when referring to IEDs or when a misfire has occurred.  

Switch 

A switch is an IED initiating mechanism and can be a complex electronic component or as simple as 

two intersecting loops of wire. There are many types of switches including anti-handling switches, 

Aggressorôs IED 

Switches 
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which are designed to activate when the IED is lifted, moved, opened or disturbed and time switches 

that delay the explosion by mechanical, digital, thermal, chemical or electro-chemical mechanisms.  

Types of IEDs 

IEDs are unique and their complexity depends upon the creativity of the builder, who improvises the 

system using available materials and means.  Depending upon the method of initiation, IEDs can 

generally be categorized into three main types, including: 

¶ Timed IEDs.  These IEDs activate at a pre-set time set by the 

emplacer using a timed fuze, which can be electronic, mechanical or 

chemical. 

¶ Command IEDs.  These devices are activated at the discretion of the firer. The initiation of 

command IEDs can be through a physical link (e.g. wire, pull link and etcetera) or non-physical 

link (remote controlled or light for instance). Commonly used triggers include key fobs, mobile 

phones, garage door openers and Infra-Red (IR) devices.  

Unexploded Ordnance (UXO) 

UXO is explosive ordnance that has been primed, fuzed, armed, or otherwise prepared for action; 

has been fired, dropped, launched, projected, buried, or placed in such a manner as to constitute a 

hazard to operations; and  remains unexploded either by design or for any other cause.  

Vehicle-borne IED (VBIED)  

An IED delivered by or concealed in a ground-based vehicle. 

Victim -operated IED (VOIED) 

An IED with a switch that is activated by an unsuspecting individual. It relies on the intended target 

to carry out some form of action that will cause the IED to function. 
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ñIEDS are increasingly becoming bigger threat to peacekeeping 

missions than landmines. In the recent past more UN 

peacekeepers casualties have been due to IEDs than minesò. 

 

 

Gombo Tchouli
8
 

Chapter 1 

 IED Threat Mitig ation Concept and Applicability 

                                            
8
 Gombo Tchouli, Political Coordinator of the Permanent Mission of Chad to the UN, said UNMAS had recorded 409 

casualties from IEDs in Mali since January 2013, with 135 deaths and 274 injuries. Of those 409 casualties, 142 were 

peacekeepers deployed to the MINUSMA, 89 percent of the missionôs 158 total peacekeeper casualties. 

UN Vehicle damaged in IED blast at Mali (MINUSMA) 
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1.1 IED Threat  Mitigation versus Counter-IED 

For the purpose of this manual, the term IED Threat Mitigation (IED-TM) is used to denote 

the scope of activities undertaken by the United Nations in Missions where IEDs impact 

mandate delivery. This term is preferred to Counter-IED (C-IED) given the specificity of the 

military concept of the term which is not comprehensive enough to an UN approach. C-IED 

is generally accepted to be a whole of government approach which focuses on the three 

pillars of defeat the device, train the force and attack the network. IED-TM can be viewed as 

a whole of UN approach which focuses on the physical, procedural, or training responses 

which can collectively be applied to mitigate the threats posed by IEDs. The UN does not 

focus on the kinetic, offensive tactics associated with attacking IED networks which are the 

hallmark of military strategies.  

1.2 IED Threat  

The history of IED
9
 use can be traced back to the nineteenth century; however it was not 

until the early twenty-first century that IEDs became a weapon of choice for aggressors, 

terrorists and non-state actors in conflicts. IEDs range from crude homemade devices to 

sophisticated military-grade weapons. 

 

IEDs have had an unprecedented impact on UN peacekeeping. They have impacted upon human life, 

the economy and often the political situation where they have been used; IEDs seriously harm and 

claim the lives of too many civilians and UN personnel, increase the cost of delivering ñpeaceò, and 

hamper stabilization, extension of state authority, whilst potentially affect UN mandates and 

authority. Since 2012/2013, the IED threat to UN personnel and civilians of host nations has 

increased, posing a major challenge to peacekeepers trying to create a secure and peaceful 

environment. The UN Secretary General and the Head of the Department for Peacekeeping 

Operations have stressed the importance of addressing this challenge for ñFPò as well as for the 

ñPoCò in UN mandates
10

 in an IED prone environment. 

                                            
9
  C-IED technology in UN Peacekeeping, Australian Strategic Policy Institute, Sharland, L. (2015). 

10
  United Nations Inter-Agency Coordination Group on Mine Action, Ms. Agnès Marcaillou, D. U, 2015 
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An IED will remain a weapon of choice for aggressors and non-state actors due to its low cost, the 

ability to manufacture it locally and the significant effects it has in terms of human and material 

losses.  

 

IEDs are becoming a bigger threat to peacekeeping missions than landmines
11

. In the recent past 

more UN peacekeeper casualties have been caused by IEDs rather than mines. As stated by Gombo 

Tchouli ñIEDs undermine operational effectiveness and freedom of movement, stop peacekeepers 

moving outwards from camps, and prevent implementation of critical mission mandated tasksò
12

.  

EO/IED 

Incidents 2013 2014 2015 2016 (till 

October) 

Explosions 11 58 95 85 

Found and 

Cleared 22 20 25 33 

Total 33 78 120 118 

 

                                            
11

 Landmine Threats Down, IED Threats Rising, Butler, Sep 2016. 
12

 Ibid 6. 

 

Table 1.1  Gradual increase in IED threat over four years in Mali (UNMAS). 

 

Graph 1.1 Graph showing average monthly IED attacks during 2013-2015 in Somalia 

(UNMAS) 



 

IED Threat Mitigation Military and Police Handbook                         23 

In Mali, since the employment of UN mission, the IED threat is gradually increasing as indicated in 

Table 1.1. The data show two important lessons from IED threatened areas (Graph 1.2): 

¶ Where the IED-TM Capabilities are insufficient, the threat to UN personnel will continue to 

rise. 

¶ Where the IED-TM Capabilities are designed on pre-deployment threat level, then it will not 

be able to counter increase in threat level after deployment of forces (military/police). 

 

The level of threat caused by the use of IEDs has steadily increased and conventional anti-mine and 

EOD techniques have not been effective against it. It requires specialized IED Threat Mitigation 

capability to effectively reduce or minimize.  

Usually, the target of aggressors and non-state actors are UN uniformed as well as non-uniformed 

personnel, defence forces of the host country and local tribes supporting the UN mandate. However, 

civilians are also victim of IEDs by being in the wrong place at the wrong time. IEDs have the 

potential to adversely affect the peacekeeping environment for UN personnel as well as for civilians.   

1.3. IED System 

The IED system adopted by aggressors or non-state actors may or may not be structured. It involves 

multiple actions from the collection and procurement of material for IED manufacturing to the 

placement of the IED at the point of attack. It can require elaborate planning and resources; 

Graph 1.2 IED explosions in Mali after the deployment of the UN mission 

MINUSMA 

 

The only constraints facing those who manufacture IEDs are:  

Á The availability of components 

Á The creativity/ technical ability to construct the devices 
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including personnel, technical expertise and IED making material. The actual IED attack is just one 

part of the whole system. A detailed understanding of an IED incident is given in the Lexicon
13

. 

IED systems are most effectively categorized according to three recurring phases: resource and plan; 

execute and analyse. These phases are sequential: 

1.3.1. Resource and Plan 

This involves obtaining financial and technical support, 

recruiting and training, material collection, and manufacturing 

of the IED. Usually, an IED is made at a remote location to 

prevent premature detection. After preparation of the IED, a 

specific plan for its placement is prepared and here local 

support is critical.  

1.3.2. Execute 

Prepared IEDs are transported near the anticipated target 

location. After carrying out reconnaissance of the targets, the precise attack plan is prepared (time 

and point of attack) and rehearsals are sometimes carried out. At a suitable time the IED is placed at 

the target location, usually at night or early in the morning to avoid detection. The placement of 

IEDs is usually guided by following principles: 

o Achieving maximum effects 

o Avoiding detection 

o Defying neutralization  

The IED emplacer usually stays close to the target area and waits for the best time to detonate the 

IED in order to create maximum damage. After detonation, the emplacer usually attempts to 

escape and report to the planners. There is usually a lookout man to confirm the effects of a 

PBIED. VOIED may or may not be kept under watch. 

1.3.3. Analyze 

 This phase involves two forms: 

o Assessing Results 

Success or failure of the IED attack is ascertained through observation. It is measured 

through its results, which may be in casualties, in the fear created within the general 

population, by the reaction of security forces or by the response at national and international 

levels. Observations of the attack and of the responses of victims and locals also provide 
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 UNMAS IED Lexicon, available at http://www.mineaction.org/improvised-explosive-device-lexicon 
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lessons learnt to the aggressors to overcome any mistake and to consider an increase in the 

lethality of future IED attacks. 

o Projecting Success 

IED attacks are important elements of the aggressorôs information strategy. Images and other 

details of successful IED attacks are usually recorded and released to the targeted population, 

either directly or via the media. This is to boost support, to lower the morale of security 

forces and locals and to create an image of security failure.  

1.4. Vulnerabilities (Di rect and/or Indirect ) 

Aggressors are increasingly using IEDs against UN peacekeepers (military and police), government 

forces and civilians
14

. The general population is particularly vulnerable to IED incidents in conflict 

hit areas, often suffering greater casualties (death or injuries) than those targeted. In the absence of 

specialized IED Threat Mitigation support, UN personnel, their equipment and infrastructure are 

vulnerable to IEDs. Beside seriously limiting peacekeeping and peace support missions, the absence 

of this specialized support also affects political processes, the functioning of institutions, 

reconstruction efforts, the delivery of humanitarian and food assistance and the safe return of 

refugees and displaced populations
15

. 

During UN mission deployment, Military and Police personnel are directly exposed to IED threats in 

the field. The methods and techniques of IED attacks are changed frequently in order to avoid its 

detection and countering.  

The safety of the local population in the UN peacekeeping environment is a high priority. Although 

the primary target of aggressors remains UN personnel and infrastructure, the civil population is 

often affected indirectly due to IEDs. Aggressors attack civilian targets in order to create an 

environment of insecurity and fear. Locals and officials are vulnerable to IED threats in these areas: 

¶ During public meetings and political rallies. 

¶ During the return of displaced persons. 

¶ At government buildings, courts and community centers. 

¶ Gathering places of security forces, especially recruitment locations. 

 

 

 

 

 

                                            
14

  Countering Improvised Explosive Devices. Research Notes, Survey, S. A. 2014 
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  United Nations Inter-Agency Coordination Group on Mine Action, Ms. Agnès Marcaillou, D. U, 2015 
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1.5. Situational awareness ï Understanding the IED threat environment 

An understanding of the IED threat environment is governed by two main issues ï knowing the 

current trends in IED manufacture and use, and through the threat assessment made for deployment 

of UN mission in preparation for the mission. 

1.5.1. IED Trends 

Current trends in IED attacks in various conflict areas are as follows: 

¶ IEDs are usually planted on road sides and in middle of rough tracks. IEDs formed out of 

artillery projectiles, rockets and missiles are often used to create maximum destruction. 

¶ The inexpensive nature of precursor materiel (containers, gun powder, homemade explosives, 

ball bearings, nails, wires, wooden pieces and etcetera) has made IEDs easy to manufacture. 

Information on how to make IEDs can be found and shared quickly via the internet. Technical 

knowledge of electronic circuit is also utilized for the preparation of remotely operated and timed 

IEDs. 

¶ Vehicle-borne IEDs are used to attack UN convoys, buildings and infrastructure.  

¶ Suicide bombers wearing suicide vests filled with explosives and metal shrapnel target check 

posts, community meetings, market places and congregations. 

¶ Methods of IEDs activation include use of switches, remote detonation by cell phone and other 

wireless devices or activation through contact with a pressure plate
16

. 
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  No Tech Solution for Civilian IED Threat, Spectrum, 2014 

Figure 1.2 IED found by the Nigerien Peacekeepers, after receiving the  

Search and Detect training. MINUSMA. 2 August 2015 
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¶ Currently, IEDs ranging from simple switches to those with complex circuits are employed. For 

instance, in Mali, IEDs have been found with: 

o Simple (pressure plate) and high technical (electronic device) sensors. 

o Home-made explosives and military explosives. 

o Home-made shape charges and EOs. 

¶ Complex attacks using a remote control device, a pressure plate with large amounts of explosives 

or multiple command and victim operated IEDs with large explosive charges, in conjunction 

with a direct fire small arms attack. 

¶ Various types of IEDs, including PBIED, VBIED, CWIED, RCIED, VOIED and other un-

categorized IEDs are confronting UN peacekeepers in mission areas.  

¶ The IED threat is transitory in nature. Porous borders facilitate movement and transportation of 

IED precursors from one country to another such that the IED threat is similar in countries within 

a region. Similarities can be found in the TTPs of IED attacks.  

¶ IED is an evolutionary threat. It retains its relevance through the use of ingenuity in 

manufacturing and deployment methods. Moreover, due to easy access to IED making methods 

(mainly through the internet), low tech IEDs can transcend into high-tech. The aggressor can 

modify TTPs to counter the C-IED capabilities of UN military and police personnel. In view of 

these trends, there is a need to ascertain the change in threat once the peacekeeping mission is 

deployed. Additionally, the IED threat against UN peacekeepers may increase whereas the threat 

to civilians of the host country may start to subside.  

1.5.2. IED Threat assessment for UN Mission  

In order to predict post mission-deployment IED environment, there is a need to carry out an 

assessment of pre-mission environment. The aim is to predict IED threat pattern on deployment of 

UN troops and police. The assessment should be based on following indicators: 

¶ The local IED capability of aggressors or non-state actors in the host nation.  

¶ The existing level of IED threat in the country, through intelligence collection, assessment and 

information management. 

¶ The availability of IED making materiel in the host nation along with requisite IED making 

expertise.  

¶ The existence of IED making capability in neighboring state(s) that can lead to transition of IED 

capability to the host nation after deployment of UN mission.  

¶ The intensity of IED usage in the conflict situation, which may indicate employment of IEDs 

against UN personnel or assets after deployment. 
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The UN is increasingly proactive and structured in organizing a coherent response to the IED 

threat
17

. The UNSC has recognized IEDs as a major threat and a ñproxyò weapon; UNSC resolutions 

have also mandated that the Monitoring Team assess IED threats posed by aggressorsô groups and 

identify the illicit supply chain and target the facilitators.  

1.6. Current IED Threat Mitigation Strategy 

In line with the UN mandate of self defence, the current IED Threat Mitigation strategy of UN is 

managing the threat through prevention and mitigation
18

. In the case of an IED threat to UN 

personnel, it is viewed through the Security Risk Management Process and appropriate risk 

management measures are adopted. An IED that poses a threat to UN Military / Police forces will be 

countered by the threatened force. UN field missions carry out the following IED threat mitigation 

measures in mission areas:  

1.6.1. Prevention 

Prevention consists of measures and actions taken to lower the likelihood of an IED event occurring 

and affecting the UN and requires coordination across the Mission HQ. It involves: 

¶ Information exchange and management. Reporting significant events which indicate an increase 

in the likelihood of an IED incident. 

¶ Travel and route planning. IED incidents generally require reconnaissance and preparation of an 

often-used route, in order to effectively engage peacekeeping personnel and property. 

¶ Protection measures for bases and work areas to deny vehicle and person-borne IED attacks.  

¶ Security-awareness involving an all-encompassing approach to educate UN personnel and locals 

on IED threats and requisite protective measures. 

¶ Assessing the prevailing local attitude towards UN personnel and the historical use of IEDs in 

the area. 

1.6.2. Detection 

¶ Detection of IEDs requires an array of detection techniques to avoid an incident. 

¶ Close-range detection of IEDs which remains the specialty of ñhigh riskò search teams.  
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 Ibid 15  
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 Ibid 18. As discussed in Security and Policy Manual, Chapter IV, ñPolicy and Conceptual overview of the Security 

Risk Management Processò 

In line with the UN mandate of self defence, the current IED 

strategy of UN is managing the threat through prevention and mitigation 
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¶ UN mine action teams, which while undertaking de-mining or EOD activity, may detect and 

locate IEDs19. 

¶ UN mine action teams which adopt appropriate procedures, such as marking, evacuation, 

cordoning and liaison with the IED-Disposal (IEDD) team when it arrives to undertake 

appropriate disposal.  

1.7. Additional aspects of IED Threat Mitigation 

1.7.1. IED Disposal 

¶ IED Disposal is currently considered a component of EOD. 

¶ IED Disposal operators are by extension EOD operators who have undergone specific selection 

and certified training to deal with the requirements of an IED Disposal task.  

¶ It involves positive EOD actions against the IED or IED components once reported upon.  

1.7.2. Minimizing IED effects  

It consists of measures to lower the impact of IEDs near UN peacekeeping personnel and facilities. 

These are:  

¶ Blast or ballistic protection and standoff distance.  

¶ Deny access to UN bases or buildings by restricted entry techniques.  

¶ Personnel protection such as protective gear and use of mine resistant ambush protected 

(MRAPs) vehicles.  

1.7.3. Training  

Training is the preparation of UN peacekeepers to conduct operations in an IED threat environment. 

Training in a UN peacekeeping context is focused on: 

¶ The use of good information to predict what might happen next. 

¶ Feeding this information into the training process so that IED attack patterns can be recognized. 

¶ Identification of the areas or routes of highest risk. 

¶ Minimizing the risk of personnel coming into contact with IEDs. 

¶ Updating intelligence regularly. 

¶ Avoiding set patterns in routes and timings. 
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1.8. IED Threat Mitigation  Operational Framework 

1.8.1. General Principles 

¶ Measures are needed to enhance the safety and security of UN personnel, assets and facilities and 

to enhance the mobility of UN personnel. These support mandate implementation and are within 

the Organizationôs right to self-defense
20

. 

¶ While planning for a new mission or review of an existing mission, the key inputs crucial to PoC 

are identified during the Integrated Assessment and Planning Process (IAP). While conducting 

the IAP, the planning team should ensure that PoC considerations are factored into the Strategic 

Assessment (SA)
21

. 

¶ All activities to mitigate the threat of IEDs should be fully integrated at the operational, and 

tactical levels within the mission. 

¶ Mitigating the threat of IEDs within UN peace operations should not be confined to any single 

entity or implementation phase.  

¶ A comprehensive response to IEDs must not be planned or executed in isolation: it is cross-

functional and must be an integrated part of overall peacekeeping operations. 

1.8.2. IED Threat Mitigation  Operational Concept 

 

UNSG has identified ñBetter 

protection against IEDsò among six 

critical necessities in UN 

peacekeeping
22

. On 19 Sep 2014, 

expressing outrage at the death of 

five Chadian peacekeepers during a 

roadside explosion at Mali, the SG 

remarked, ñThese continued 

assaults against the UN must cease 

immediatelyò
23

.   

In the context of the peacekeeping 

operation, IED threat mitigation 
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needs to be conceptualized for all phases of the mission life cycle, including: 

¶ Assessment and mission planning  

¶ Mission start up 

¶ Mandate implementation 

¶ Transition or drawdown  

 

1.9. IED Threat Mit igation Objectives 

In line with the UN mandate of peacekeeping and ensuring the creation of an overarching secure 

environment for UN FHQ (Military and Police) as well as civilians, the objectives set for IED threat 

mitigation for UN mission are:  

¶ Force protection 

¶ IED threat reduction 

¶ PoC 

 

UN Secretary General identifies ñBetter protection against IEDsò 

among six critical necessities that stand out at the present time 
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1.10. Conceptual Contours of IED Threat Mitigation  

A whole-of-system or whole of UN approach should be developed to plan and organize capability in 

the UN mission setting. Adopting a systematic approach, incorporating all elements, including UN 

Military and Police, the host government and local resources provide direction towards achieving a 

minimum IED threat level in the host nation. Conceptual contours of IED Threat Mitigation in the 

UN mission setting and its cardinal aspects are elaborated as follows:  

 

 

 
Figure 1.3  Elaboration of conceptual contours of IED Threat Mitigation in UN Missions. 
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1.11. Phases of IED Threat Mitigation   

In order to effectively deal with the IED threat in the host nation with the aim of threat reduction, 

operations should be planned in phases. Prerequisites to all phases of IED Threat Mitigation are local 

and government support, integration of the PKO / IEDD forces / enablers and the resolve of 

leadership at all tiers of UN military and police force:   

1.11.1. Phase I - Analyzing the IED threat   

o Intelligence collection 

o Threat assessment  

1.11.2. Phase II ï Reducing the threat level 

o Defensive actions 

o Exploitation activities 

o Support of the UN proactive mitigation 

effort  

1.11.3. Phase III  - Containment of the threat 

o Geographical confinement of IED threat  

o Minimizing threat transition from 

neighbouring states 

1.12. IED Threat Mitigation Capability Development 

The existing EOD and limited IEDD capabilities in UN missions have not been able to effectively 

mitigate the IED threat. Most casualties have occurred from IEDs which have remained unfound or 

undetected until detonation. There are minimal casualties or hazards when IEDs are successfully 

detected. Searching and detecting IEDs is at present a capability gap which needs to be addressed to 

meet current and future IED challenges; UN missions faced with a high IED threat must possess and 

deploy a  force (military and police) fully equipped and trained to carry out both Search and EOD 

tasks.  

Figure 1.4  Elaboration of desired IED Threat Mitigation Capability 

in UN mission 

IEDD Capability  

 

 

 

   Phases 


