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Almprovised explosive devices (IEDs) are killing and injuring thousands of civilians
annuallyé These pernicious devices arl

local populations.”

UN Secretary-General Antonio Guterr es,2017.
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Preface

The focus of this IED Threat Mitigation Military and Police Handbook is to elaborate on specifi
fundamental principles and military doctrine for effective prevention, protection, and response
IED threats throughout peacekegpioperations. It is an essential reference guide for commander:
Member States, and UN personnel deployed in peacekeeping operations and the United Nai
Headquarters.

Over the past seventy years, UN peacekeeping has evolved significantly in itsxitympiethis
context, peacekeeping Missions are deployed into environments that are hostile and unstable, w
perilously have the Missions confronting asymmetric conflicts and threats, including ad hoc milits
engagements with nestate armed groups ew large swaths of territory. Despite these challenges,
UN peacekeeping remains an irreplaceable tool for the international community to manage
multitude of complex crises that pose a threat to international peace and security. Peacekeepin
provento be one of the most effective tool available to assist host countries channelize the diffic
path from conflict to peace.

Il n t o d a-girbensiomalupedcakeeping operations, missions are called upon to facilitate t
political process through vads rules of engagement, which define the circumstances, condition:
degree, and manner in which the use of force, or action may be implemented in the protectior
civilians, demobilization and reintegration of combatants, assisting in the disarmamistigass
restoring the rule of law, protection and promotion of human rights, and in other types
peacekeeping operations. For this reason, the number of military, police and civilian person
deployed in UN peacekeeping has unprecedentedly increasddtheir responsibility has been
extended beyond simply monitoring cdses.

In order to meet the challenges posed by the complexity and scale of Improvised Explosive Dey
(IED) Threats, theDepartment ofPeacekeepin@perations PPKO) and theDepartnent of Field
Support DFS); in collaboration with the seminal work of experts from Member States, hav
produced this Handbook to enhance the IED Threat Mitigation in UN peacekeeping, which w
contribute towards successf islby moviding egvidcamoe and
recommendations to support the understanding, planning and execution of IED Threat Mitigation
In the pursuit of peace, the Department of Peacekeeping Operations and the Department of |
Support will continue to refine angdate this Handbook ensuring its relevance in the-evanging

operational environment, because we have every expectation that this document, especially witt
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concerted efforts of its intended readers, will contribute immensely to improving and eghanci
collective performance.

In recognition of the work previously published timited Nationsimprovised Explosive Device
(IED) Threat Mitigation, and in anticipation of creating additional works in the near future, w
would like to express our sincegeatitude to the Member States wbloaired the work groups to
develop this guidance, Islamic Republic of Pakistan and the Commonwealth of Australia, and
other Member States experts tivatunteered and devoted their time, energy and expertise to thi
Handbook that consolidated the relevant dimensions of IED Threat Mitigation into a convenie
reference guide.

N

Jean-Pierre Lacroix 2 Atul Khare

Under-Secretary-General Under-Secretary-General

Department of Peacekeeping Operations ' ' Department of Field Support
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This handbook provides UN missions, military and police commanders and their ste
officers with a reference guide to suppdine understanding, planning and execution of
Improvised Explosive Device (IED)Yhreat Mitigation activities in UN peacekeeping
missions.

Application of the guidelines given in this handbook will vary within the mission
environment based on the mandateh e mi ssi onb6s si ze, t he
available as well as on the threat mitigation response required. Missions are expectec

develop internal Threat Mitigation Standard Operating Procedures (SOPs) consistent w

guidelines given in tisihandbook.

UN HQ Mission HQ UN civilians Civil population
Governed by: UN IED Governed by: UN Security
Threat Mitigation SMaugge[l)nTl.Jt S;Istem 1
Military and Police ectggy I?V:CSY tinua Governed by: PoC -
a) ec . -
~ Handbook P Implementing Guidelines for
read in conjunction with | Security and Policy Manual, | military components of United
UNIBAM, FHQ Chapter IV, ‘Po.hcy and Nations Peacekeeping
DPKO-DFS Handbook, 11 UNMUMs (S‘,()ﬂce}:ytulazlj cl,(v;;vle\,v of thf Missions
. ecuri sk Managemen
Strategic UNDSS ‘\ Process”
UNMAS
UNHQ policy guidelines \
Provide guidelines for
Force HQ and Sector
HQ’s command and Provide general Refer to education
a staff (military and guidelines for UN and training of
Operational police) on planning and |  civilians on TED threat | locals to support
coordinating TED threat mitigation measures UN counter IED
mitigation activities and effort
employment of counter
IED units ]
/ Information exchanges and
_/ cooperation on IED matters
Tactical Organizing awareness and with lchls by deplog_!ed UN
military and police

SOPs on IED threat
mitigation by Sector HQ

training of UN civilians on
IED threat mitigation

and units
Counter IED TTPs

1 This handbook conlgs with and complemes existing policies of United Nations

Department of Security and Safety (UNDSS) on management of security threat posed

IEDs against UN personnel (military, police and civilian) as well as'PoC

1 This handbook provides the basis for the future development of manuals, standard operal

procedures (SOPs) and training materials related to IED Threat Mitigation.

1 Focus is placed on UN Threat Mitigation activities related to force protection (FP), protectic

of civilians (PoC), mobility, and the safety and security of UN personnel.

! Security Policy Manual issued/ N Security Management Syste@hapter IV Setion Y.
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Operational tactics, techniques and procedures (TTPs) are not addrésee@rimary
audience of this Handbook is UN field mission leadership, Military HQ and UN Police
command ad staff, subordinate headquarters and mission support headquarters.

Troop Contributing Countries/ Police Contributing Countries (T/PCCs) along with UN
Headquarters services will also benefit from the standardization this handbook provides.
The primary audince of this Handbook is UN field mission leadership, Military HQ staff
officers and UN Police command and staff, subordinate headquarters and mission supj
headquarters.

Troop and Police Contributor Countries (T/PCCs) along UN HQ services will alsditbene
from the standardization this Handbook provides.

Focus is placed on UN Threat Mitigation activities to force protection, protection of civilian.
and safety and security of UN personnel.

Operational tactics, techniques and proced(Fr&®s) are not addssed.

Security

Council
—
Secretary
General
—_—
Under f Under
Secretary Secretary Secretary
General General General
DPKO DFS DPA

Head of Mission
(SRSG)

Head of Military Police
component / Force Headquarters components

Commander Primary

DCOS Ops IMTC audience

of IED

U-2 U-3 U-5 U-6 U-8 Threat
(Intel) W (Ops) Wl (Plans) }§ (Comm) (Eng) Mitigation

Handbook

Field
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Rationale

IEDs are an increasingly common feature of conflicts around the world. They have become
weapon of choice for aggressors across the globe. Consequently, these pose a growing thre
humanitarian organizations operating in conflictiemvment$. IEDs along with other types of EO
such as ERW including Mines pose hazards in conflict andgoodlict affected areas.

The safety and security of UN personnel, UN FP (both military and police) and the Protection
Civilians (PoC) againghe IED threat is critical to creating a secure environment, which is essentie
for accomplishing peacekeeping and the stability mandate of Utldemost nation. Based on
strategic and operational understanding of the threat, there is a need to addiesietingecthrough
well-orchestrated, effective and directed |IHBreat Mitigationresponses during all phases of the
UN mission life cycle.

UN Member States noted the impact of IEDs during the 70th session of the General Assern
through the adoption of twresolutions. On 7 December 201Be General Assembly adopted a
resolution on countering the Threat Posed by IEDs (A/7M&ereby Member States expressed
concern over IED attacks on UN personnel and the impact these attacks have on freedon
movement and the ability to deliver on mandates. On 9 December 2015, the General Assem
adopted the resolution on Assistance in Mine Action (A/70/8@ich recognized the humanitarian
threat posed by IEDs in pestnflict situations. Impact of IEDs and thegant need to address this
issue is also highlighted in thReport of the Secretas@eneral A/71/187) of 25 July 2016
Countering the threat pos’%d by improvised e
The UN mitigates the threat of IEDs through activities designed to entiensafety and security of
personnel, assets and facilities and to enhance mobility of UN personnel, each of which, suppor
i mpl ementation of the mandat edefencedThisnanadbookvis & h |
response to the increasing tar@osed by IEDs to UN personnel and assets, to the need identified
mission level to develop an effective |EMreat Mitigationresponse, and to concerns expressed by

Member States.

2 GAO Warfighter Report, DOD Needs Strategic OutceRatated Goals and Visibility over Its Court&D Efforts,
February 2012

¥ UNGA resolution on countering the Threat Posed by IEDs (A/70/46) dabetember 2015.

* UNGA resolution on Assistande Mine Action (A/70/80) dated 9 December 2015.

® Countering the threat posed by improvised explosive devRegsort of the Secretai@eneral A/71/187. Available at:
https://disarmamedtbrary.un.org/UNODA/Library.nsf/58dfc078552&@985257#5b006f7b346fff9a6 65f6681fc
852580260050b50d?0OpenDocument



https://disarmament-library.un.org/UNODA/Library.nsf/58dfc078552ad%207c985257%20f5b006f7b34/
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This handbook is not an instruction manual for working with IEDs apibsive hazards. Rather, it
is designed to provide planning and coordination guidelines to UN command and staff persor

(military and police), for IEDT hreat Mitigationin mission, and to help them:

1. Identify the threat of IEDs and other EO, thus suppgiprevention of IED attacks

2. Develop and organize IED TM capabilities to support protection from IEDs

Respond effectively by taking appropriate action in case of an IED incibl@sthandbook contains
general guidelines for UN personnel (military angige) as well as UN civilians on IEDhreat
Mitigation responses applicable to a variety of situations. It is imperative that each mission F

should develop countrgpecific IED threat analysis while formulating these responses.
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Acronyms
Acronym Term
AO Area of Operation
ATO Ammunition Technical Officer
CASEVAC Casualty Evacuation
COE Contingent owned equipment
C-IED Counter Improvised Explosive Device
CIMIC Civil Military Cooperation
CWIED Command wire operated IED
DFS Department of feld Support
DMS Director of Mission Support
DPKO Department oPeacekeepin@perations
DSS Department of Safety and Security
ECM Electronic Counter Measures
EDD Explosive Detectiodogs
EH Explosive hazards
EMS Electromagnetic spectrum
EO Explosive Ordnance
EOD Explosive Ordnance Disposal
ERW Explosive remnants of war
ES Electronic support
ESI Explosive Scene Investigation
FC Force commander
FHQ Force Headquarters
FP Force Protection
FPECM Force protection Electronic counter measures
FR Force Requirement
HoM Head of Mission
HOPC Head of Police Contingent
HUMINT Human Intelligence
IAP Integrated Analysis and Planning
ICP Incident Control Point

IED Improvised Explosive Device
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IEDD
IED-TM
IMTC
ISR
ISTAR
JOC
HOM
KOA
LoO

LO
LVBIED
MN EOD CC
MOU
MRAP
NPOC EOD
PBIED
PC
PCC
PoC
PSO
QRF
RCIED
RSP
SA
STA
SVBIED
TCC
TECHINT
TF

TTP
UNCT
UNDSS
UNHQ

Improvised Explosive Device iBposal
Improvised Explosive Device Threat Mitigation
Integrated Mission Training Centre
Intelligence Surveillance and Reconnaissance
Intelligence Surveillance Target acquisition and Reconnaissanc
Joint Operation Centre

Head of Mission

Key operational activity

Lines of Operatios

Liaison officer

Large vehicle bornéED

Multinational EOD coordination cell
Memorandum of Understanding

Mine Resistant Ambush Protected

National point of contact EOD

Person borne IED

Police commander

Police contributing countries

Protection of Civilians

Peace support operations

Quick Reaction Force

Radio controlled IED

Render Safe Procedure

Strategic Assessment

Surveilance target acquisition

Suicide VehicleBorne Improvised Explosive Device
Troops contibuting countries

Technical Intelligence

Task force

Tactics Techniques and Procedures

United Nation Country Team

United Natiors Department of Security and Safety

United Nation Headquarters



IED Threat MitigationMilitary and Police Handbook

UNMAS United Nation Mine Action Service
UNPOL United Nations Police

UNSC United Nation Security Council
Uxo Unexploded Ordnance

VBIED Vehicle borne IED

VOIED Victim operated IED

VP Vulnerable Point

WET Weapon Exploitation Team

WTI Weapon Technical Intelligence



IED Threat MitigationMilitary and Police Handbook 15

Important Terminologies

Aggressor

The persoror group of persowho first attacks or makes an aggression; he who begins hostility or
quarrel.

Ballistic Protection

Protection from projectiles such asniper or small arms ammunitioln demining termsit is
protection against fragmentation and blast.

Casualty Evacuation (CASEVAC)

The process of moving a casualty from the site of an accident or an incident to meditasfaci
Clearance

Renoval of all mines, UXOsIEDs and other EOffom a siteto a predefined standard.

Clearance Site

The site where clearance activity (the removal of mines or UXO or tiE@sher EO}is beingor

has beeronducted.

Counter IED (C-IED)

The comprehensive, strategapproach to responding to the threat and use of IEDs. It represents t
collective efforts at strategic, operational and tactical levels to defeat the improvised explos
device network

Disarming

The act of making an explog\device safe. The procedure normally involves removing one or mor
links from the firing chain.

Explosive

A chemical compound or chemical mixture that, under the influence of heat, shock or frictic
undergoes a rapid chemical change (decomposition) witan outside supply of oxygen. The
compound rapidly changes from a solid or liquid to a gaseous state releasing energy in the forr
heat, light and high pressure gas.

Explosive DetectionDogs (EDD)

Dogs that are specially trained to detect the vapouitezl by explosives. Some dogs can also be
trained to detect tripwires and nemplosive booby traps. The dogs are normally referred to as

explosive or mine detection dogs.

® UNHQ Guidelines on Improvised Explosive Devices Threat Mitigation in UN Mission, 2016
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Explosive Ordnance (EO).Explosive Ordnancis defined as all munitions containimegplosives,

nuclear fission or fusion materials and biological and chemical agents. This includes bombs
warheads; guided and ballistic missiles; artillery, mortar, rocket and small arms ammunition;
mines, torpedoes and depth charges; pyrotechdigsters and dispensers; cartridge and propellant
actuated devices; electexplosive devices; clandestine and improvised explosive devices; and ¢

similar or related items or components explosive in nature

Explosive Ordnance Disposal (EOD)
The detecbtin, identification, orsite evaluation, rendering safe, recovery and disposal of explosiv
ordnance, including IEDs.

Explosive remnant of war (ERW)

Explosive munitions left behind after a conflict has ended. They include unexploded artillery she
grenales, mortars, rockets, alropped bombs, and cluster munitions

Fuze

A fuze is a device with explosive components designed to provide safe separation between
ordnance antheemplaceiand to initiate a sequence of events, or the detonation of ordnance
Homemade explosives (HME)

HME mixtures are formed by combining a fuel and
oxidizer. Nonstandard explosive mixtures o
compainds which have been formulat&ynthesized .
from available ingredientdViost often utilized in the
absence of commercial amdilitary explosives HME

mixtures are often extremely volatile and can

particularly susceptible to initiation by shock, friction or hé#tlE is the most likely main charge

of an IED d to the low cost of productiand the availability of the requirekplosive precursors.
IED

An explosive device fabricated in an improvised manner incorporating destructive, lethal, noxiol
pyrotechnic or incendiary chemicaBnd designed to kill, injure, damage, harass or distract. IEDs
are often made from commerdialavailable products and/or military munitions, ranging from

simple to complex in design and are usually inexpensive and require little labour to produce.

" Glossay of Mine Action IMAS 04.10, 2nd Ed, 01 Jan 03 and\idg 14
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IED components

Most IEDs use five components: a switch (activator), an
Power Source
initiator (fuze), a chargeekplosive), a power source (battery) Initiator
. Explosive Charge
and a container (body). Switch
IED cc?ntainer | |
Containers can be used to hold the main charge, the entire IED I

or any combination of components. While containers are used
Power

mainly to keep components together, they can also affees supply

protection from the environment, and are often used to conceal = ’
the IED. By using objects that are commonly used in the |q_Switch | \IJK_/
area as containers, the chance that victim will notice and report A

the device before it can be detonated is reduced. Some

contaners are also chosen to amplifyfor( example . J
fragmentatioh or direct the effects of the bla@ike EFP)or to hold additionaknhancements (such
as ball bearings

IED Disposal (IEDD)

Locating, identifying, rendering safe and disposing of IEDs by gedlgpecialists using specialized
IEDD procedures and equipment.

IED Threat Mitigation (IED-TM)

The comprehensive, approachpplied to the lpysical, procedural and

CLOSED ENO.
INERT

wxw

training measuresvhich reduce the impact of an IED incident.
Initiator \ I
An initiator is tre first item in the explosive chain aitds used to detonatel M ””/////////(f

the main or booster charge. It is alsalled a detonator. Most explosive

need the application of anitiator to produce sufficient energy to trigger t

main charge. Initiators also act aspksive devices. There are two main 4
types of initiator: electric and neslectric.Initiators can be improviseom

many common itemse(g. pens, light bulbs, homemade explosivasd

etceterg though these tend to be more unstable and dangerous whéedhar
Main Charge

Main chargeis the bulk explosive component of an IED. It can be from militarycommercial
sourcs, HMEor a combination of these.

Misfire
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The failure of ammunition or an explosive charge to fire or explode as intended.

Neutralization

Neutralization is the action taken to prevent UXO/IED from functioning by disrupting its norme
operation. The term is used during Render Safe Procedures (RSPs) conducted by military E
technicians using specialized tools, publications, and techniques.

Personborne IED (PBIED):

An IED worn, carried or housed by a person, either willingly or unwillingly, and triggered by th
individual or remotely.

Power Source

IEDs with an electrical initiator need a power source. Commeltudieriesare often used.
Phobelectriccells (solar) or chemical mixtures may be used.

Radio-controlled IED (RCIED)

An IED fitted with theswitchthat can benitiated electronically by wireless meaeonsisting of a

transmitter and receiver

-—

E—— Aggressoros

CORDLESS

T i e e
[7 - RQ %\\\‘/D[ PAGER \ /wnann:o:'
; % o

TRIP WIRE "‘:
Wi S

.—\ &
PRESSURE X/ uou\ DARK

BAROMETRIC
_SENSING \SENSING

Render Safe Procedures (RSPs)
Render Sk Procedures are actions that enable the neutralization and/or disarming of mines .

munitions to occur in a recognized and safe manner.

Soak Time

A period of time, wheran explosivedeviceis left undisturbed before any further predetermined
action manally. Normally used when referring to IEDr when a misfire has occurred.

Switch

A switch is an IED initiating mechanism and can be a complex electronic component or as simple

two intersecting loops of wire. There are many types of swittiadgding anti-handling switches
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which are designed to activate when the IED is lifted, moved, opened or disantitche switches
thatdelay the explosion by mechanical, digital, thermal, chemical or elelkgnmical mechanisms.
Types of IEDs

IEDs are uniqueral their complexity depends upon the creativityhafbuilder, who improvises the
system using available materials and means. Depending upon the method of initiation, IEDs
generallybe categorized into three main typegluding:

1 Timed IEDs. TheselEDs activateat a preset timeset by the

emplacemusing a timed fuzewhich can beelectonic, mechanical or

chemical
1 Command IEDs. Thesedevicesare activaed at the discretion of the fireThe initiation of
commandEDs can be througla physical Ink (e.g.wire, pull link andetceterg or non-physical
link (remote controlled olight for instance) Commorty used triggersncludekey fobs,mobile

phonesgaragedoor openerandinfra-Red(IR) devices

—~— P . e——
— - ’ = . i
S g —— Complex Attack on Niger Convoy SRS o B % . W
" Menoka:Asenge, October 2014 _ Mine/IED, 200 m from MINUSMA camp November 2014 |

-

=

Unexploded Ordnance (UXO)

UXO is explosive ordnace that has been primed, fuzed, armed, or otherwise prepared for actic
has been fired, dropped, launched, projected, buried, or placed in such a manner as to constit
hazard to operations; and remains unexploded either by design or for any otleer ca
Vehicle-borne IED (VBIED)

An IED delivered by or concealed in a grotimased vehicle

Victim -operated IED (VOIED)

An IED with aswitch that is activated by an unsuspecting individiaklieson the intended target

to carry out someofm of actionthat will causehelED to function.
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AIEDS are increasingly becoming bigger threat to peacekeeping
missions than landmines. In the recent past more UN

peacekeepers casualties have been due to IEDs than mines

Gombo Tchouft
Chapter 1
IED Threat Mitig ation Concept and Applicability

UN Vehicle damaged in IED blast at Mali (MINUSMA) :

8 Gombo Tchouli, Political Coordinator of the Permanent Mission of Chad to the UN, said UNMAS had recorded 4
casualties from IEDs in Mali since January 2013, with 135 deaths and 274 inpfrigsse 409 casualties, 142 were
peacekeepers deployed to the MINUSMA, 89 percent of
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1.1 IED Threat Mitigation versus Counter-IED
For thepurposeof this manuglthe term IE® Threat Mitigation (IEBTM) is usedto denote
the scope of activities undertaken by the United Nation®lissionswhere IEDs impact
mardate delivery. Tis term is preferred to CountéD (C-IED) given thespecificity of the
military conceptof the term whichs not comprehensive enough an UN approach. @ED
is geneally accepted tde a whole of government approach which focuses @ntkinee
pillars of defeat the device, train the force and attack the networkTNERan be viewed as
a whole of UN approach whictocuseson the physical, procedural, or training responses
which can collectively be applied to mitigate the threats poselEDg. The UN does not
focus on the kinetic, offensive tactics associated with attacking IED networks which are t
hallmark of military strategies.

1.2 |IED Threat
The Hhstory of IED’ use can be traceshack to the nineteentbentury; however it was not
until the early twentyfirst century that IEDecane a weapon of choice faggressa;
terroristsand nonstate actors in conflictdEDs range from crude homemade devices to

sophisticated militangrade weapons.

IEDs havehadan unprecedented impact biN peacekeepingThey havampactd uponhumanilife,

the economyand often thepolitical situationwhere they have been usdHDs seriously harm and
claim the lives of toanany civilians and UN personnéllncr ease the cost of
hamper sthilization, extension of state authiyri whilst potentially affectUN mandates and
authority. Since 2012/2013the IED threat to UNpersonneland civilians of host nations has
increased, posing a major challenge pgeacekeepsrtrying to createa secureand peaceful
environment. The UN Secretary General and the Head of the Department for Peacekeepi
Operations have stressed the importanca dfd r e s si ng t hRPs a$ afoktledn g

iPo® i n UN *inamlBDaproresenvironment

° C-IED technology in UN Peacekeeping, Australian Strategic Policy Institute, Sharland, L..(2015)
1% yUnited Nations Irer-Agency Coordination Group on Mine Action, Ms. Agnés Marcaillou, D. U, 2015
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An IED will remain a weapon of choice faggress@ and norstate actors due fits low cost,the
ability to manufactue it locally and the significant effectsit hasin terms of human and material

losses.

AMISOM Average Monthly IED Attacks:3 Years Comparative
13

Graph 1.1Graph showing average monthly IED attacks during 2@0D35 in Somaa
(UNMAS)

IEDs are becoming bigger threat tqpeacekeepingnissims than landminé§ In the recent past
more UN peacekeeper casualtiesre beertaused byEDs ratherthan minesAs stated by Gombo
Tchouliil EDs wunder mine operational effectivene

moving outward from cams, ard prevent implementation of critical missiorandated task&?.

EO/IED 2016(til
Incidents 2013 | 2014 | 2015 October)
Explosions 11 58 95 85
Found and

Cleared 22 20 25 33

Total 33 78 120 | 118

Table 1.1 Gradual increase in IED threat over four yaarslali (UNMAS).

1 andmine Threats Down, IED Threats RisiBytler, Sep2016.
12 H
Ibid 6.
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In Mali, since the employment ofNUmission,the IED threat is gradually increasing as indicated in
Table 1.1The daa show two important lessons from IED threatened areas (Graph 1.2):
1 Where the IEBTM Capabilitiesare insufficient, the threat to UN personnel will continue to
rise
1 Wherethe IED-TM Capabilitiesaredesigned on preeployment threat level, then it will not

be able to counter increase in threat level after deployment of fondéarf/police).

IED Incidents - MINUSMA
100
90 //'\\_\____“\
80 /
- 70
£ /
) 60
= /
E 50 /
a 40
= /
- 30 —
20 _ / Where C-IED
10 / capabilities are
insufficient, IED
0
2013 2014 2015 201‘(53(;*;“ to threatto UN
——IED Explosions T 2 95 o5 per§onnel continue
=——Found and Cleared 22 20 25 33 to rise

Graph 1.2 IED explosions in Mali after the deployment of the UN mission

The level of threataused by the use of IEDgsssteadily increased and conventioaatimine and
EOD techniques have not been effectagainstit. It requiresspecializedlED Threat Mitigation

capability to effectivelyeduce or minimize.

The only constraints facing those who manufacture IEDs are
A The availability of compnents
A The creativity/ technical ability to construct the devices

Usually, the target ofaggress@ and norstate actors are UNniformed as well as nemniformed

personneldefence forces dhe host country and local tribes supportitiig UN mandate. However,
civilians are also victim of IEDs by being the wrong plae at thewrong time.lIEDs have the
potential toadverselyaffectthe peacekeepingnvironment for UNoersonnebs well ador civilians.
1.3.IED System

The IED systenadopted byaggress@ or nonstate actorsnay or may not bstructuredIt involves
multiple actionsfrom the collection and procurement of materidior IED manufacturing tahe

placement ofthe IED at the point of attack. Itan requireelaborate planning and resources;
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including personnel, technical expertaed IED making materialThe actualED attack isjust one
part of the wholesystem A detaled understanding oénIED incident isgiven inthe Lexicon'>.

IED systems are most effectively categorized according to three recurring phaseseraadiplan;
executeandanalyse These phases are sequential:
1.3.1. Resource and Plan IED System

This involves obtaining financial and technical support,

recruiting and training, material collectioand manufacturing stgrafﬁe
of the IED. Usually, an IED is made ata remote location to \
prevent premature detectioAfter preparationof the IED, a
specific plan for its placement is @paredand here dcal
support is critical.

1.3.2. Execute

Prepared IEDs are transported neidwe anticipatedtarget

location. After carrying out reconnaissance of thges, the preciseattack plan is prepargdime
and point of attackand rehearsalaresomdimescarried out. Ata suitable time théED is placedat
the target location, usuallat night or early in thenorningto avoid detectionThe gacement of
IEDsis usuallyguided by following principles:
o Achieving maximuneffects
o Avoiding detection
o Defyingneutralization
ThelED emplacer usually stays close to the target area andfaaite best time to detonate the
IED in order to create maximum damage. After detonation, the emplacetly attempts to
escapeand report to the planner§here is usally a lookout man to confirnthe effects ofa
PBIED. VOIED may or may not be kept under watch.
1.3.3. Analyze
This phase involves two forms:
0 AssessingResults
Successor failure of the IED attack isascertained through observation. $t measured
through its reults which may bein casualtiesin the fear createdwithin the general

population by thereaction of security forces or llge response at national and international

levels. Observatios of the attack andof the responses of victims and locals alsovwle

13 UNMAS IED Lexicon, available atttp://www.mineaction.org/improviseexplosivedevicelexicon
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lessons learnto the aggressors tovercomeany mistakeandto consider arincreasen the
lethality of future IED attacks
0 Projecting Success
IED attacks are important elements of #ygressay smiformation strategy. Images and other
details of sucessful IED attacks aresuallyrecorded and releasedttetargeed population
either directlyor via the mediaThis is toboost supportio lower themorale of security
forcesandlocals ando createan image of security failure.
1.4. Vulnerabilities (Direct and/or Indirect)
Aggressos areincreasingly usindEDs againstUN peacekeepsi(military and police) government
forces and civilian$. The generapopulation is particularly vulnerable to IED incidents in conflict
hit areaspften suffering greatercasualties (deatbr injuries) than thosdargeted In the absence of
specializedlED Threat Mitigationsupport, UNpersonneltheir equipment and infrastructuiare
vulnerable to IEDs. Beside seriously limitipgacekeepingnd peace support missiotise absence
of this specialized support alsaffecs political proceses the functioning of institutions,
reconstruction effortsthe delivery of humanitarian and food assistararel the safe return of
refugees and displaced populatibns
During UN mission dployment, Military and Policpersonnehre directly exposed to IED threats in
the field. The method and techniqueof IED attacks are chaed frequently in order to avoiits
detectionand countering
The safetyof the local population irthe UN peacekepingenvironments a high priority. Although
the primary target of aggressors remaibN personneland infrastructure the civil population is
often affected indirectly due to IEDs Aggressos attack civilian targets in order to creaa
environment ofnsecurity and fearLocalsandofficials are vulnerable to IED thresih these areas:
1 During public meetingandpolitical rallies.
1 Duringthereturn ofdisplaced persons.
1 At governmenbuildings, courtandcommunity centers.
)l

Gathering places of sectyiforces, especially recruitment locations.

4 Counering Improvised Explosive Devices. Research Notes, Survey, S. A. 2014
!> United Nations InteAgency Coordination Group on Mine Action, Ms. Agnés Marcaillou, D. U, 2015
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Figure 1.2IED found by the Nigerien Peacekeepers, after receiving
Search and Detect trainingflINUSMA. 2 August 2015

1.5. Situational awareness Understandingthe IED threat environment

An understanding of the IED threat environment is governed by two main isduesving the

current trends in IED manufacture and use, tandughthe threat assessment mddedeployment

of UN missionin preparation for the mission.
1.5.1. IED Trends
Current trends in IED attacks warious conflict areagreas follows:

1

IEDs are usually planted on road sides and in middleraigh tracks.[EDs farmed out of
artillery projectiles,rockets and missilegre often usetb create maximum destruction.

The inexpensive nature of precursor materiel (containers, gun powder, homemade explosi
ball bearings, nails, wires, wooden pie@exl etceterg has mde IEDs easy to manufacture.
Information on how to make IEDs can be found and shared quickly via the internet. Technit
knowledge of electronic circuit iglso utilized for the preparation of remotely operated and timed
IEDs.

Vehicle-borne IEDsare usedo attackUN convoys buildingsand infrastructure

Suicide bombers wearing suicide vests filled with explosivesnaei@dl shrapnetarget check
posts, community meetings, market places and congregations.

Methods of IEDs activation includase of switchesiemote detonation by cell phone and other

wirelessdevicesor activationthrough contact witla pressure plaf&

6 No Tech Solution for Civilian IED Threat, Spectrum, 2014
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Currently IEDs rangingfrom simpleswitchesto those withcomplex circuits are employed. For
instance, in MalilEDs have been foundith:

o Simple (pressure platendhigh techntal (electronic device) sensors.

o Homemade explosiveandmilitary explosives

o Homemade shape chargasdEOs

Complexattacksusinga remotecontrol devce,a pressure platsith largeamouns of explosives

or multiple command and victim operated IEDs with large explosive charges, in conjunctic
with a direct fire small arms attack.

Various types of IEDs, including B?ED, VBIED, CWIED, RCIED, VOIED ard otherun-
categorizedEDs areconfrontingUN peacekeepsrin missiom areas

The IED threat is transitory in nature. Porous borders facilitate movement and transportation
IED precursors from one country amother such that tHED threat is similar in countriesithin

a region. Similarities can be foundtie TTPs ofIED attacks.

IED is an evolutionary threatlt retains its relevance througthe use of ingenuity in
manufacturingand deployment methods. Moreover, due to easy access to IED making methc
(mainly throughthe internet), low tech IEDgan transcend intdhigh-tech. The aggressoican
modify TTPs to countethe C-IED capabilities of UN military and gice personnel. In view of
these trends, there is a need to ascertain the change indhceathepeacekeepingnission is
deployed Additionally, the IED threat against UN peacekeepers may increase whtrettzreat

to civilians ofthehost country may statbd subside

1.5.2. IED Threat assessmenfor UN Mission

In order to predictpost missiordeploymentlED environment, there is a need ¢arry out an

assessmerdf premission environmenfThe aim is to predict IED thregatternon deployment of

UN troopsandpolice.The assessmeshould bebased on followingndicators:

T
T

Thelocal IED capability ofaggressaror non-state actors in the host nation.

The existing level of IED threat in the countryhrough intelligence collection, assessment and
information management

The availabilityof IED making mated in the host natioralong with requisite IED making
expertise.

The «istence of ED making capability in eighboring state(s) that can lead to transition of IED
capability tothe host nation after deployment of UN mission.

The ntensity of IED usage ithe conflict situation, whichmay indicateemployment of IEDs

against UNpersonnebr assets after deploynten
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The UN is increasingly proactive and structured in organizing a coherent respotise lt&D
threat’. TheUNSC has recognized | EDs as ;dNS@e§omtionst h
have also mandatdatiat the Monitoring Teanassess IED threats g&d byaggressaod groups and
identify the illicit supply chain and target the facilitators.

1.6. Current IED Threat Mitigation Strategy

In line with the UN mandate of self defencthe current IED Threat Mitigation strategyof UN is
managing the threat thrgh prevention and mitigation'®. In the case ofan IED threat to UN
personnel it is viewed through the Security Risk Management Process and appropriate risk
man